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Sharing holds the Value!

« Emergence of loT devices and systems has empowered people and

organizations

« Not all things in 10T capture everything, data needs to be reused and shared

* Improvements in governance, research, IoT data processing and analytics are

driven by data and application sharing

« Moving from sharing scientific data to sharing sensor data

— Correlations with social media data, weather forecasts, timetables required for data insights

Concerns for sharing 10T data and tools — Ownership, Interoperability,

Querying, Access Control
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loT Observatory

a- Inspired by the Web Observatory initiative of Web Science Trust
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@ Anyone can share a dataset/stream (publisher)

Ky
4

Q Anyone can locate a dataset/stream (user) for access across nodes

N .
W Public datasets: anyone can access

Private datasets: access can be granted by publisher

(©;

| Datasets can be kept on Publishers’ site

EE <

More on: 10T Observatory @PETRAS
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https://webobservatory.soton.ac.uk/
http://www.webscience.org/
https://www.petrashub.org/portfolio-item/iot-observatory/

loT Observatory : An Example

Web Observatory - Mozilla Firefox
| Web Observatory

ory.soton.ac.uk
WEB OBSERVATORY ‘ o : o g

, Discover Dataséts and Apps -

_ . o
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loT Observatory : An Example (Contd.)

e Web Observatory - Mozilla Firefox
Web Observatory X Uk

soton.ac.uk

WEB OBSERVATORY

SOUTHEAST ASIAN HAZE 2015

BY SIOW B.L.E., A YEAR AGO

[ -

Date: 2015-08- Fire Point Amount: 300

PSlin SG Tweeter A

Myanmar
(Burma)

Vietnam °

Cambodia

Philippines

PM 2.5in SG Senti S

WLV,

CARDIFF

UNIVERSITY

UNIVERSITY OF

ﬁ SURREY Southampton

London

PRIFYSCOL

RS (MRDYR

e

j Lancaster[#&

PETRAS _ucy I
® :_\




F——|
—

Discover and Search

)y Searching across loT/Web Observatory sites

« http://[search.webobservatory.org/

webebservatory.org &% | O hypercat > wBa ¥

HOME  WEB OBSERVATORIES

WEB OBSERVATORY SEARCH
*

twitter Q
Show |10 v |entries
Dataset Name Description Provider Link to Resource
Acollection of geotagged lic boundaries of Bangl
Bangladesh Tweets See query nfo for the baundarybuxused for twest location Collcted from the 1003 Tuiter Southampton Web Observatary

firechose.

Afiltered collection of tweets related to comedy/fun words. { ‘ns*
“twitter_comedy tweets twests’, ‘count” : B63405, "size" : 333020944, “avgObjsize":
Comedy Tweets 383.4857514638907, "storageSize" - 396632064, “numExtents” : 11, "nindexes”: 1, Southampton Web Observatory
astExtentSize" 112091138, ‘paddingFactor 1, *systemFlags-1,"userflags" 0,
“totallndexSize" : 52367280, “indexSizes":[*_id_*: 523672801, "ok

DD2015 ot Citypulse Smart City Data From: 2013 Till: 2015 Multiple datasets (Traffic, Pollution,

Weather, Twitter, Cultural Event, Parking, Library Event) in the city of Aarhus, Denmark: Soulzmolon ek Obeeralng
Tweets related to the #EDL hashtag. Dats collected during June 2013 and August 2013. This '
EDL Twests was collected using the 100% Twitter Firehose Southampton \Web Observatory
egoTwitter Directed 81,306 1,765,149 Sacial drcles from Twitter SNAP - Stanford University ttp/isnapstanford.e
Openfree to access geoparsing benchmark dataset containing 1000's of tweets during
several natural i Iabelled location entries Set of 4 JSON files eachwith
manuall for location added Location ide an extra entities

field type for 'mentions Each JSON file coversa different natural crisis event (Hurricane
Geoparse Twitter benchmark dataset ;“Org i:fsgg‘“” Blackouts ig:j Turkish Ea"h”“":"‘{fou Christchurch Earthquake Southampton Web Observatory
the University of Southampton IT Innovation Centre and cite the original paper that describes
this dataset: Middleton, SE Middleton, L Modaffer, 5. "Real-time Crisis Mapping of Natural
Disasters using Sodial Mediar, Intelligent Systems, IEEE, vol 29, n0.2, pp.5,17, Mar-Apr. 2014,
DOL:10.1109/MIS 2013 126

Tuveets 456,631 14,855,675 Spreading processes of the announcement of the discovery of a

i new partide with the features.of the Higes boson an 4th July 2012

SNAP-Stanford University

Acollection of tweets containing the string iPhone. { "ns” : “twitter_jphoness.tweets", "count”
iz 32257008, "avgObiSize": 42106777609524304, “storageSize’ : 37316656,
6, “nindexes" 1, “lastExtentSize" - 19243006, “paddingFactor”: 1 Southampton Web Observatory
“systemFlags" - 1, “userFlags™ 0, "totalindexSize": 3106380, “indexSizes* (*_id_": 3106380
LUok*: 1}

Iphone Tweets

"ns": “twitter_jesuischarlie tweets’, "count™: 2641093, 'size": 14642751424, "avgObisize”
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Data/Information Model

Resource Attributes Metadata
+Id (| + attributeName A — I mgttﬁ‘mg_?an;e
+ typeOfResource;type + attributeValue N metaﬂttribvgl}ue

E (DCAT) W3C
Applications ‘I‘ e

Intermediat% Nl HYPERCAT
Datasets/

Statistics
Data-streams
Schema.org |'|
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Enabling Legitimate Access

<@> Fine-grained access control

?: Negotiating access

Formal description of permitted processing in metadata of datasets

?% o
Z=d
Z

Evaluation of User credentials — access permissions, datasets,
requests, purpose

Risk assessment and trust computation for sharing datasets

@+® Legal and Ethical challenges

Terms of Data Use
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Enabling Legitimate Access (Contd.)

Data | pj;?cetssing « Reverse proxy and URL obfuscating
Specitication . . ..
@ (usage control) (@ technologies to protect private and sensitive
£ —g data
Oauth2.0

- Data Publisher controls — location, visibility
& access to datasets and streams

« Access control model based on intended ~ Reauesters [ Users J [ Apps
usage (data analytic function or statistics) :'% x'%
Authenticate ~[ Login } [ OAuth 2.0
- Protocol for specification of the model WO i il
within metadata of datasets Authorise{ Reverse proxy with access control )
Resources Datasets & analytics
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Personal loT Repository

PIOTRe means “rock” - the foundation (for lightweight computers) on which real-time 10T applications can be built. Interoperable, efficient, valuing data
ownership and locality.

Visualisations

HyperCat
Analytics

Web Observatory

Real-time Historical

int

github.com/eugenesiow/piotre

Siow, E., Tiropanis, T. and Hall, W. (2016) PIOTRe: Personal Internet of Things Repository: The 15th International Semantic Web Conference P&D
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Querying Time-series IoT Data

20K

UNIQUE DEVICES

99.5%

FLAT SCHEMATA
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TIME TEMPERATURE HUMIDITY WIND SPEED

¢2016-01-01 06:00:00 13.0 93.0 10.5 :

Siow, E., Tiropanis, T., Hall, W. (2016). "Interoperable and Efficient: Linked Data for the Internet of Things." The 3rd International Confer
ence on Internet Science

Queries on Historical Data Streaming Performance Improvement against CQELS

From 3 to 3 orders of
magnitude improvement

From x9 to x1352 times more
efficient in terms of storage

SRBench Smart Home Analytics

Siow, E., Tiropanis, T., Hall, W. (2016) "SPARQL-to-SQL on internet of things databases and streams.” ISWC2016: The 15th International Semantic Web Conference
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Sharing data, tools and analytics
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REMOTE

/ Ownership

~/ Interoperability

~ Discovery

/ Access Control

\/ Querying

REMOTE
NODE

REMOTE
NODE

D) @wo_team
hello@webobservatory.org

http://iotobservatory.io/
IoT Observatory @PETRAS
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