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loT: What more can be said? I T

Security Foundation

> $: The economic impact of

According to some estimates,

the Internet of Things will melnternet of Things
be measured in $trillions. il W |
$10-$15 Trillion to global GDP . e
> 2 The number of connec’Fed In the.next 20 yo30) Interndl o Treats
devices will be measured in

“Lhreats

With the Internet of Things

illi there are limitless opportunities
b| I I | O n S . for business & ?oe:iety

» oo: The resultant benefits of E
a connected society are
significant, transformational
and disruptive.




Bletchley Summit: we can't carry on like this
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Hews = World = Americas

Fiat Chrysler recalls 8,000 more Jeeps Hacker takes control of Ohio couple's baby

over wireless hacking monitor and screams 'bad things'
Latest recall designed to protect connected vehicles from remote manipulation, NEWS . . .
Anonymous hacker claims he broke into wind
turbine systems
Cyber criminals hack a REFRIGERATOR: T —
Will the 'Internet of Things' create a new bot e over and' over in thousands of devices-nzw
army for the spammers? Our insecure Internet of Things is sl et iamn
becoming terrlfylng . 2
By Graham Templeton on September 8, 2015 at 8.3
Mulilple Backdoors found in D-Link DWR-932 B LTE Router ' P_N

[ Wednesday, Septembe 2016 & Swati Khandelwal

Army of webcams used in net attacks
Hacking traffic lights with a laptop is easy o zsweros oo

New, More-powerful IoT botnet infects
J&J warns dlabetlc patlents Insulin 3,500 devices in 5 days

p u m p v u l.n e ra b l.e to h a c kl n g Discovery of Linux/IRCTelnet suggests troubling new DDoS menace could get worse.

DAN GOODIN - 11/1/2016, 9:15 PM

TECHNOLOGY NEWS | Tu 4, 20



The Realty of the Digital Trend (=]
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Cyber crime as a proportion of total UK crime Successful law enforcement and

industry collaboration doesn't
just enhance the UK
Cyber Enabled community’s response to the
(30.5%) cyber threat; it underpins it.”
®m Cyber Dependent
(16.9%)
m All Other Crime Donald Toon
(52.5%) DIRECTOR - PROSPERITY
NATIONAL CRIME AGENCY
Source: ONS WS e EINCA

The rise of internet connected devices gives attackers more opportunity.
Consumer goods and industrial systems combined with the ever increasing
commercial footprint online provides threat actors with more attack vectors
than ever before.

The cyber threat to UK business

2016/2017 Report

20/03/2017



What's The Big Idea? (%]
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loT security is a “Highly Distributed

Moral Responsibility”

- We must all accept
accountability

8 - In the global interest

0000 o0
® 000000000000007
® o0 ..............

\easily be found online. The Shodan search engine reveals, for ..:.
{example, over 41,000 units of one insecure model of DVR are , o8

e94/connected to the Internet as of January 2017. All are » —’ SU PPLY CHAl N OF TRUST
"vulnerable to being taken over by malware. The problem
@ 'affects a wide range of manufacturers and products, and the @ D UTY O F CAR E

nsks of insecure devices were emphasised recently by NCSC be
R il Ay L - Producers
= B - Integrators
@ - Procurers

- Retailers / Users
- Governments and Citizens



What's new with the loT security

)|

C h a | I e n e ? Security Foundation
°

R o panies will never be

free of cyberthreats as long as they operate in an

> It's all the same...

— apart from the players (supply chains) and the
markets and the scale, and the scope (operating
/ regulatory environments), potential for
physical harm, headless, constrained,
coordinated patching, and, and, and...

> loT concept at odds with security

— Complexity/provenance ~ Long and porous
borders

> The ugly truth about being cyber-secure

— You cannot win - you can only ‘not lose’

interconnected world.
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What’s new with the loT security

challenge II?

» Dynamic context: Convergence IT/OT/Emb

— Differences in knowledge, reporting structures,
cultures, demographics, skills, technologies etc.

asonable Expectations
hould we expect all developers to be security experts?
ould we expect users to be infallible?

ion: Best practice security needs to be
mable for developers and convenient for

st and Complexity are our enemies

Security Foundation

@ESSEEEd W hat organizations care about is what
happens to their data.

Machina Rese ,
loTSF 2016 Annual Conference



Introducing the Internet of Things IT
Security Foundation

Beyond the horror stories: the loT Security Foundation was launched on Sept
23 2015 in response to wide-ranging security concerns from loT stakeholder
groups

Simplified mission statement: SN2z Designed in at the start

Drive the quality and SRVl M Right-sized for application

pervasiveness... of loT security”

“Make it safer to connect in the era | RES"‘IENE Through operating life
of loT”




How we are (currently) organized IT
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Priority Working Groups Chaired by
Board

Working Group 1: Self-Certification

Plenary Group Working Group 2: Connected Consumer / Home IO

Working Groups Working Group 3: Patching Constrained devices I ‘

Working Group 4: Vulnerability Disclosure I

Working Group 5: loT Security Landscape I ﬁ

Members Working Group Formed: Trustmark / Regulatory I




Executive Steering Board

Prof.‘PauI Dorey, Prof. John Haine, Prof. David Ken Munro, Prof. Ben Azvine, Majid Bemanian,
CSO University of Rogers, Copper PenTest BT plc. Imagination
Confidential Bristol Horse Solutions Partners Technologies

. v v
Haydn Povey, Prof. Kenny Paterson, Dr. Steve Richard Marshall, - Moqr,
loT Security

Pattlson ARM Secure Thingz Royal Holloway, Babbage, Xitex Ltd. Foundation
University of London Vodafone Group

l_—
ephen




Members

Aﬁ:g;;i . ARM - H || Jarcosilex
. 88 members, large and small, and growing...

Doubled in 2016

Low Cost Membership / High Value Activity

b mpiring

EST. 2015

PHILIPS
- Member

Security Foundation

Member

BFMOD
B

=

utonomy e m‘r:-:cx

See https://iotsecurityfoundation.org/our-members 12




Best Practice Guides

‘Connected Consumer Products
Release 1.0

Best Practice Guidelines

ctice Guidelines

Free to download
and use
More to come...

2 T Securty Foundation
ik © 2016 foT Security Foundateon

See https://iotsecurityfoundation.org/best-practice-guidelines/ 13



loT Security Compliance Framework

(=]}

Securty Foundstion

2 USING THE CHECKLIST.

2.1 THE PROCESS.

2.2 COMPLIANCE CLASS.

2.3 CATEGORY COMPLIANCE APPLICABILITY.
2.3.1 Compliance Applicability - Business Security Processes and Responsibility.
2.3.2  Compliance Applicability - Device Hardware & Physical Security.......cco....o..
2.3.3  Compliance Applicability - Device Application
234  Compliance Applicability - Device Operating System
2.3.5 Compliance Applicability - Device Wired and Wireless Interfaces....
2.3.6  Compliance Applicability - Authentication and Authorisation.

2.3.7  Compliance Applicability - Encryption and Key Management for Hardware....
2.3.8 Compliance Applicability - Web User Interface.
2.3.9 Compliance Applicability - Mobile Application.
2.3.10 Compliance Applicability - Privacy..........
2.3.11 Compliance Applicability - Cloud and Network Elements.
2.3.12 Compliance Applicability - Secure Supply Chain and Production.......wemsssmssen
2.3.13 Compliance Applicability - Configuration

Security Compliance
ork

3] CERTIFICATION QUESTIONNAIRE 22
3.1 BUSINESS SECURITY PROCESSES AND RESPONSIBILITY. 22
3.2 DEVICE HARDWARE & PHYSICAL SECURITY. 23
3.3 DEVICESOFTWARE...... 24

3.3.1 Device Application 24
3.3.2  Device Operating System 26
3.4 DEVICE WIRED & WIRELESS NETWORK INTERFACES.. 27
3.5 AUTHENTICATION AND AUTHORISATION.... 28
3.6 ENCRYPTION AND KEY MANAGEMENT FOR HARDWARE 29
3.7 WEBUSERINTERFACE. 30
3.8 MOBILE APPLICATION 3
3.9 PRIVACY. 32
3.10 CLOUD AND NETWORK ELEMENTS... 34
e & o v Foundation 311 SECURE SUPPLY CHAIN AND PRODUCTION....... 35
3.12 CONFIGURATION 36

14



- What's ahead for [oTSF?

nsion




Situation Now and for 2017...

Nation states

» Moveable feast

» Know your enemy
— Attribution blurring
— Crime-as-a-service
» 2017 attacks

— Weaponisation
* More DDoS

— Ransomware
* Consumers and Citizens
» Legacy systems challenge
— lloT / Vulnerability shields

20/03/2017
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THREAT ACTORS WILL COME UP
WITH NEW TARGETED ATTACK

TACTICS THAT CIRCUMVENT
CURRENT ANTI-EVASION
SOLUTIONS.

Weeping Angel (noun):
DDoS with Amplification

]

PC DNS Server Target

1. A terrifying monster from the popular UK sci-fi series "Doctor Who," which resembles a
harmless winged statue — until you blink or look away.

2. An alleged spying tool, co-developed by the CIA and the UK's MIS security agency, which lets
& Samsung Smart TV [specifically. the FB000 Smart TV) pretend'to turn itself off -- and record
your conversations -- when you're not using the screen

Mirai Botnet

=—=  Anyone can be (or hire) a cyber criminal

Q—
7 Easy access to offensive cyber capabilities, such as
ransomware or DDoS, has allowed individuals and groups to

have an impact disproportionate to their technical skill. This
yea ' | o 5 :
con Like any good entrepreneurs, the authors of ransomware
o have not just profited from running their own operations,
| e— | inte

-3 ;Ue they’ve also begun selling their services for a cut of the

(- P . " ;
colli action. This business model is commonly referred to
“ransomware as a service” (RaaS). One of the first Raa$S kits
was called Tox.

A recent search of malware forums revealed Raas kits for
sale ranging in price from $15 to $95.

IOT DEVICES WILL PLAY A BIGGER
ROLE IN DDOS ATTACKS; I1OT

SYSTEMS IN TARGETED ATTACKS.

References:

1. Security predictions: The Next Tier, Trend Micro
2. The Cyber Threat to UK business, NCSC NSPpG

3. The Black Report, Nuix



Footnotes - a few words on... I T
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> S/W integrity / agility The National Institute of Standards and Technology
) ) (NIST) reports that 64% of software vulnerabilities stem
» Patching constrained X from programming errors and not a lack of security
> PKI too heavy for loT? RIS
H (industry average 15-50 bugs for every 1000 lines)
> h .
Aut entlcat(;on methods PKI: System to manage digital certificates and public key
— Passwords, MFA encryption
— Immutable ID
@
> M L D-Limk case a!\eges inadequate Internet of Things
> Blockchain, Quantum securly practices
> Regulation / Certification FTC vs D-Link: All bark, no bite
> G D P R? DSO + $ $ The government is trying to send a message, but it's too weak to deliver.

engadaget.

20/03/2017 17
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Final word

In this hyper-connected, increasingly
software defined, digital world, security is
a right, not a nice to have

...make it safe to connect

john.moor@iotsecurityfoundation.org @loT_SF
https://iotsecurityfoundation.org



